Press release

TrustInSoft Announces Bug-Free IoT Application Security
Test
Make Your Applications Compliant with Revised White House Cybersecurity
Guidance
San Francisco and Paris, June 30, 2021 – TrustInSoft, a cybersecurity software company, today
announced an Application Security Test (AST) specifically designed to mathematically guarantee
bug-free code in embedded Internet of Things (IoT) devices. This AST for IoT is based on
TrustInSoft’s Analyzer to provide the equivalent of static and dynamic code analysis of C/C++ source
code using Formal Methods testing to guarantee the absence of undefined source code behaviors.
Security testing is critical to bring reliable IoT systems to market. However, traditional static and
dynamic analysis methods are slowing deployment because testing is replicated for each process.
Formal Methods testing speeds up the process by producing a mathematical twin of C/C++ source
code to prove the absence of source code bugs for any input. Customers who use TrustInSoft’s
Analyzer with Formal Methods for embedded software testing can decrease IoT device rollout times
by reducing bug detection time up to 40X and decreasing code verification time by 4X.
This is good news for software and software infrastructure vendors looking to be compliant with the
new guidelines published by the Biden Administration, intended for technology companies to help
mitigate the growing threat of cyberinfrastructure intrusions from hostile actors. Recent high-profile
cyber-attacks in key industries have caused the White House to issue this guidance, with direct
implications for any vendor of software and software infrastructures. This statement explicitly outlines
that vendors should invest and implement automated tools to check for vulnerabilities in their source
code products, as part of the “minimum standards for vendors’ testing of their software source code”.
As a market leader in automated source code analysis, TrustInSoft can provide fast and efficient
compliance to these regulations and ensure your IoT products do not become a vector for cyber
intrusions.
“Life is never error-free but your source code can be,” said Fabrice Derepas, Founder and CEO of
TrustInSoft. “A bug found after release can cost up to 640 times more than when found in
development. Formal Methods testing is the most direct way to check for vulnerabilities in embedded
IoT devices during development, instead of fixing costly errors after deployment.”
For more information: https://trust-in-soft.com/bug-free-iot-application-security-test/
Webinar and Demo, July 7, 2021:
https://trustinsoft.clickmeeting.com/zero-bug-software-mathematically-guaranteed/register
C++ Virtual Meetup, July 7, 2021
https://www.meetup.com/San-Diego-CPP/events/279059832/

About TrustInSoft
TrustInSoft participates in the Application Security Testing market alongside vendors such as
Mathworks, Parasoft, Synopsis and Veracode. The TrustInSoft Analyzer is a hybrid static and
dynamic code analyzer that automates Formal Methods to mathematically guarantee C/C++ code
quality, security and safety. TrustInSoft has global customers in the automotive, IoT, telecom,
semiconductor, aeronautics and defense industries. The company received awards and recognition
from NIST, RSA and Linux Foundation. For more information, visit: https://trust-in-soft.com/
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