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A new era for vehicles

Modern automobiles have only little to do with last 

decade’s cars. With more automation, safety, security and 

energy optimization systems, advanced GPS, infotainment 

and the increasing race towards autonomous driving 

systems, they come packed with 100 times more embedded 

electronics and software, making them one of the most 

high-technology packed products available.

Although new cars provide more safety, comfort and limited 

energy footprint, this also opens the door to more potential 

defects and vulnerabilities that could lead to malfunctions 

and cyber attacks on the car’s systems.

Cars are one of the most complex 
technological systems

This only gives a hint of the complexity of the embedded 

systems found in modern vehicles. Although the many 

software programs now available bring large value and 

comfort to the user, they also present more challenges to 

the car’s reliability and security.

In software development, it is accepted that there is an average 

of 1 to 50 defects, minor or major, per 1000 lines of code.  

Brought into the context of a modern car, this means that 

car manufacturers could risk having thousands of potential 

defects that could impact the reliability, safety or security of 

those vehicles.

Today the average car is said to contain more than 100 million lines of code (all systems, libraries and

operating systems included) and more than 100 micro controllers, often interconnected. Compared to

this, a Boeing 787 famously contains close to 12 million lines of code and the Large Hadron Collider, 50.
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To face this new challenge, developers in the automotive 

industry must consider drastically supercharging the 

verification and validation process of software, through 

enhanced testing and analysis of the source code to mitigate 

errors. 



The real-life impact of these risks is very visible for manufacturers but also for the users. Car manufacturers are recalling more 

and more cars. In the United States alone, more than 1 in 5 cars had a recall in 2018, with 60 to 70% of those recalls due to 

software defects. We can say with confidence that no one likes their car recalled to correct software bugs. It can shatter customer 

confidence in the brand, and drive up costs for the car manufacturer to set up the logistical recall operation and manage the 

large-scale updates.

With this exponentially growing complexity, developers are facing the challenge of stepping up the verification and validation 

processes of source code and reproducing in a testing environment all the challenges of a real-life situation and how a car would 

respond.

Advanced code analysis with 
formal methods

Writing and testing complex and critical software is not an 

entirely new activity and numerous solutions exist to make 

software more reliable and secure through extensive testing 

and bug hunting.

Although those tools are useful and efficient to find bugs, they 

can only find them: they cannot prove there are no bugs left. 

Managing the new complexity and mitigating cyber risks and 

failures requires new software analyzing practices.

In a nutshell, they do not answer the critical questions that 

developers ask themselves when developing software:

• How to be sure there are no bugs left in the software? 

• How to ensure the software is doing precisely what is 

supposed to do, whatever situation it is facing?

• How to translate the infinite complexity of real 

life conditions  and  car behaviors  into a  testing 

environment?

• How to save debugging time, getting useful hints on the 

root cause of bugs?
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The best practice to answer these questions is to use source code analyzers that implement advanced mathematical modeling 

and analyzing of the code, also known as formal methods. The advantage of code analyzers that use formal methods is that they 

allow to mathematically describe the execution of the source code and a very rigorous, sound analysis of the code.  TrustInSoft 

Analyzer is the most advanced  static code analyzer using formal methods.

TrustInSoft Analyzer features and benefits
What makes TrustInSoft Analyzer unique is its use of formal 

methods that mathematically guarantee the absence of 

undefined behaviors. This means that in using mathematical 

tools to interpret and analyze the meaning of your vehicle’s 

source code, TrustInSoft Analyzer is capable of guaranteeing 

the absence of undefined behaviors that could cause safety or 

security concerns. 

HOW IS IT POSSIBLE?

TrustInSoft Analyzer verifies the semantics, or the meaning, of the code, in order to detect flaws that could endanger drivers 

and passengers, whether for safety concerns or cybersecurity vulnerabilities.  Reasoning on the semantics of the code 

with existing software tests makes these tests even stronger, broadening their scope and allowing for analysis exhaustivity, 

meaning all possible test inputs can be verified. Thus, semantic analysis  allows  defects  that  standard, syntax-based  

analyzers cannot catch, to be found. 

Undefined behaviors are vehicle 
software programmers’ worst enemy
C and C++ languages are still the most broadly used 

in embedded systems and especially in vehicles. Fast, 

efficient and memory optimized, C and C++ are powering 

the brains and piloting the muscles of modern cars. 

But this power comes with a price. Although C and C++ allow 

for great flexibility in programming and in managing memory, 

they  can  also  lead  to hidden defects if mismanaged.

At  TrustInSoft, we  made it our mission to help programmers 

write software without fearing the presence of undefined 

behaviors in the software.

That means no matter the input that the software receives 

from the vehicle’s sensors, if the code was validated through 

TrustInSoft Analyzer, and any issues identified were fixed, 

the vehicle will not have a safety or security concern caused 

by an undefined behavior in its software. 

Buffer overflows, non-initialized memory access or division 

by zero are just some examples of issues that can lead to 

unexpected behaviors in vehicles.

One more thing! TrustInSoft Analyzer can also enable 

formal proof on functional implementation, proving that the 

software acts exactly  according to specification in any given 

situation.

This mathematical guarantee can hold true for all explored 

execution paths and all possible inputs of the program. 
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With more and more software included in today’s vehicles comes a greater responsibility to customers for their safety and 

security.  Passengers and drivers of today’s modern vehicles enjoy many new features, including features designed to improve 

safety, like airbag deployments, lane departure warning, and antilock braking, among many others.  TrustInSoft Analyzer is 

capable of detecting and helping to fix any issues within critical software, so that your customers are safe without a doubt from 

software defects.

The formal methods-based TrustInSoft Analyzer equips developers with the tools they need to verify the complete absence of 

entire families of bugs.  Developers using it can leverage powerful features such as:
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ISO 26262 is a functional safety standard used in the 

automotive industry, adapted from IEC 61508. It includes 

requirements for software development and design, 

to ensure the safety of the vehicle at every stage in the 

vehicle’s lifecycle. Today’s vehicles contain many software 

programs, including those that have a direct impact on 

passenger safety.  That’s why it’s important that automotive 

software follow certain safety safeguards.

Although these standards cover a wide scope for developing 

safe and reliable code, TrustInSoft Analyzer focuses on 

the most difficult part: identifying and helping developers 

eliminate undefined behaviors. It ensures that, whatever the 

inputs and the program conditions, the software will react in a 

deterministic way and is immune from security flaws.

 

ISO21434, on the other hand, concerns the cybersecurity 

risk of the electronic systems of vehicles.  As modern 

vehicles become more and more connected to the Internet, 

they also become more vulnerable to cybersecurity 

exploits.  

ISO26262 and ISO21434 with 
TrustInSoft Analyzer 

TrustInSoft Analyzer’s formal methods 

methodology verifies the semantics, 

or the meaning, of the source code, 

to be sure that no software defects 

exist.  TrustInSoft’s tools will reduce 

your efforts in achieving compliance 

with ISO 26262 and ISO 21434. 

ONE CORRUPT
LINE OF CODE
CAN COST YOU
EVERYTHING

ISO  21434   will  encompass  the entire vehicle production 

process, from design to software development, and will  

introduce a structured approach to ensuring the security 

of vehicles.  Developers of connected vehicles will need to 

demonstrate that their vehicle was designed with cybersecurity 

in mind, from the beginning to the end. 
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How did TrustInSoft help EasyMile secure its 
autonomous vehicles?

Don’t just take our word for it: learn how autonomous vehicles company EasyMile used 

TrustInSoft Analyzer to develop safe and secure vehicle software. 

Who is EasyMile?

EasyMile is a pioneer in driverless technology and smart 

mobility solutions. The fast-growing start-up, founded 

in 2014, develops software to automate transportation 

platforms.

EasyMile’s technology is revolutionizing passenger and 

goods transportation, offering completely new mobility 

options. Since 2014, the company has developed and 

deployed more than 210 autonomous mobility projects in 

24 countries.

In June 2019, EasyMile became the first autonomous vehicle 

company ever to be ISO 9001 certified. This certification 

recognizes the commitment of the company to deliver high-

quality-level services to partners and customers.

EasyMile’s Need

Providing high-quality service is part of EasyMile’s working 

culture. EasyMile requires correct and robust software to 

develop safety-first autonomous vehicles. To reach this level 

of exigence, EasyMile needed to formally verify and validate:

• The safety of its critical C embedded software

• The cybersecurity of its C++ telemetry, monitoring, and 

navigation software

“At EasyMile, we are fully aware of the responsibility we have 
for designing safe and secure autonomous vehicles. Part of this 
relies on making sure that the code base is bug-free and devoid 
of flaws used for several types of cyberattacks. TrustInSoft’s 
solution is an obvious answer because it greatly increases the 
confidence in our code by providing necessary proofs.”

                      Alexandre Hamez, Tech Lead, EasyMile

TrustInSoft’s 
solution 

To meet EasyMile’s specific and rigorous needs, they used 

TrustInSoft Analyzer to mathematically guarantee the safety 

and the cybersecurity of EasyMile’s software.

EasyMile used TrustInSoft Analyzer to perform test 

verification on C++ software, and to verify embedded C 

critical software. Since the license included 3-day on-

premise training, EasyMile’s engineers quickly became 

familiar with the analyzer.

Because EasyMile also wanted to reach the state-of-the-art 

in the application of formal methods in embedded software, 

TrustInSoft also provided specific deliverables to help 

EasyMile attain this level of robustness.

Within this collaboration, TrustInSoft’s experts focused on 

EasyMile specific needs, questions, and issues.
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Business Offer
TrustInSoft Analyzer Includes:

Product 
Annual License

Dedicated support

Adaptative verification methodology

Expertise for industrial standards 
requirements

3-day training included

Setup of the analysis on your codebase

Dedicated verification methodology

Unlimited lines of code
 
License node-locked / floating license
 
Unlimited number of projects

About TrustInSoft

TrustInSoft is an French software publisher that provides a C & C++ source code 

analyzer founded on formal methods, to formally verify software is free from code 

defects that could affect the safety and security of software. It is headquartered 

in Paris and serves an international clientele. TrustInSoft currently works with 

software developers in various market sectors. Leading companies worldwide 

in the automotive, IoT, telecoms, semiconductors, aeronautics, and defense 

industries trust our tool to ensure the quality, security and safety of their code.

We empower software developers and testers to guarantee that software 

behaves in a deterministic way, is resilient to crashes whatever the inputs, 

is immune from security flaws, while reducing software verification efforts.

Contact Us!

If you’re curious to learn more about how TrustInSoft can help you secure your software 

with a mathematical guarantee, send us an email at the following address.  

Someone will quickly get in touch with you to answer any questions you may have or schedule a demo!

contact@trust-in-soft.com,  Ph No: +33 1 84 06 43 91

Support
To bring your project to success

Training
To set you up immediately

White Paper: On the road to  zero bug vehicles 7


